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Introduction and requirements

Introduction

This document describes the how to setup your Office 365 and Azure
environment to start using the Competella TDC Solution for Teams.

Getting started

To start using the services in the Competella TDC Solution for Teams you have to
some basic setup of your Office 365 and Azure environment, this includes:
1. Register an App that handles the user logins towards the Competella TDC
Solution
2. Configure the Azure User Importer Process

Required basic knowledge

The installation procedure requires that you have detailed knowledge of the
existing IT-environment and detailed knowledge of the Teams deployment in
Azure.

Accounts and Permissions Requirements

The person performing the configuration tasks for the customer in Azure needs to
have sufficient permissions in Azure to add applications in App registrations. For
example the Global Admin role.
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Azure Active Directory

It is important that the Azure Active Directory is updated with the correct user information
for the TDC Competella Solution to work properly.

It is your organisation’s responsibility to update the user information in Azure Active
Directory. TDCErhvervwill not update this information.

The following tables outline the information that will get imported from Azure Active
Directory to the TDC Competella Solution. There are fields that are mandatory and need to

be updated, other fields are just optional.

Mandatory fields that need to be updated:

Azure Active Directory Field Name

Field in Competella

AccountEnabled Active

Name DisplayName
First name FirstName
Last name LastName

User Principal Name

UserPrincipalName

Objectld AzureADObjectGuid
Mobile phone (if a number is assigned to this user) PhoneWorkMobile
Office phone PhoneWork

Email EMail
SipProxyAddress SIP

Please remember to input the numbers in E164 format (e.g., +4512345678).

Optional fields that can be updated:

Azure Active Directory Field Name

Field in Competella

Job Title

Title

Office

Office

Users that are only known with a single name e.g., Reception, also needs to have all the
mandatory fields updated: Name: Reception, First name: Reception, Last

name “Organization name”.
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Setup in your Azure Portal

Azure User Importer

You will need to register an App to open up for the import of user information to
Competella TDC solution. This is done under “App registrations” in the Azure
portal.

Follow the steps below.

1. Logon to your Azure portal and go to Azure Active Directory and then click
on App registrations.

Home > App registrations

App registrations

T~ Mew registration =] Endpoints & Troubleshooting 7 Got feedback?

ﬂ Welcome to the new and improved App registrations (now Generally Available). See what's new

All applications  Owned applications

|;) Start typing a name or Application ID to filter these results

3. Select New registration.
4. Add Name: “CompetellaAzureUserimporter”

Register an application

* Name

The user-facing display name for this application (this can be changed later).

‘ CompetellaAzureUserimporter v

Supported account types

Who can use this application or access this APIZ

@ Accounts in this organizational directory only (Competellal Demo only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose..

By proceeding, you agree to the Microsoft Platform Policies

Page 5



5. Then press Register.

i CompetellaAzureUserimporter

Documentation

6. Take a note of the Application (client) ID and the Directory (tenant) ID.
Also make a note of the Azure tenant domain: e.g. tdcdk.onmicrosoft.com .
This will have to be provided to the responsible TDC representative who
will configure the Competella TDC solution in the backend.

7. Go to Certificates & secrets.

8. Under Client secrets, click on New client Secret.

CompetellaAzureUserlmporter | Certificates & secrets

Search (Ctrl+/) < | Add a client secret

£ Searc

¥ overview .
Description
g Quickstart | CompetellzSecurityKey
Manage | Expires
= . In 1 year
Branding O !
O In 2 years

3 Authentication

=)

(®) Never
Certificates & secrets

Token configuration

[ [

9 API permissions

9. Add a description (CompetellaSecurityKey) and select expiration to never.
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10.Press Add.

CompetellaAzureUserimporter | Certificates & secrets

« | Credentials enable applications to identify themselves to the authentication service when receiving tokens at a web addressable lagation {using an HTTPS scheme). For 3
higher level of assurance, we recommend using a certificate (instead of a client secret) as 2 credential.

B overview

& Quickstart Certificates
" Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
anage

— Upload certificate

8randing

Thumbprint Start date Expires

23 Authentication

T TS CAEEES Mo certificates have been added for this application.

! Token configuration

2 API permissions

Client secrets
& Expose an API

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Mew client secret

Description Expires Value

. Owners
Roles and administrators (Previ...

M Manifest
CompetellzSecuritykey 12/31/2209 PUNRUR——

Support + Troubleshooting

11.Copy the “Client secret” Value and save it in a text file. This will have to be
provided to the responsible TDC representative who will configure the
solution in the backend.

12.Go to API permissions.

13.Remove the already assigned permission.

14. Add permissions from Microsoft Graph.

A\ b s Ut

e il K [8) o s
G e r] e ) Mgt A P B Lo

® o Q et & —
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15.From the “Delegated permissions” select “User.Read”,
“User.Read.All”,“User.ReadBasic.All”, “Presence.Read” and

“Presence.Read.All”

Request APl permissions

< All APIs

@; Microsoft Graph

https://graphmicrossftcom/ Docs o

Delegated permissions
Your application needs to access the API as the signed-in user.

Select permissions

What type of permissions does your application require?
¥ ) PE

Application permissions

Your spplication runs &5 3 background service or daemon without

signed.in user.

[ O userread

Permission
> IdentityRiskyUser

N User (3)

UserRead (O
Sign in and read user profile

n UserRead All @
Read all users' full profiles
User.ReadBasic All (D)

Read all users' basic profiles

Admin consent required

16.Click Add permissions.

17.From the Application permissions select Directory.Read.All.

Request APl permissions

What type of permissions does your application require?

Delegated permissions
On needs 1o 3ccess the AP! as the 5igned.in user.

Select permissions
directory.read.al

Permission

\/ Directory (1)

Directory R
Read directory data

Application permissions
Your application runs a5 3 background senvice of daemon without a
signed-in user

Admin consent required

18.Press Add permissions.
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19.When all the permissions are added they need to be granted.

Description Admin consent req, Saatus

20. Press Grant admin consent for... and the permissions will be granted.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

+ Add a permission /' Grant admin consent for Competella Demo

API / Permissions name Type Description Admin consent requ... Status

~ Micrasoft Graph (5
Delegated  Read user's presence information No @ Granted for Competella ,, *++
Delegated  Read presence information of all users in your organization No @ Granted for Competella, *++
Delegated  Sign in and read user profile No @ Granted for Competella,,, **+
Delegated  Read all users' full profiles Yes @ Granted for Competella _ +=+
Delegated  Read all users' basic profiles No @ Granted for Compatella | *+*

21.Under Authentication -> Advanced settings, make sure “Allow public client
flows” is enabled!

22.For Competella to be able to use and read presence for this app it needs to
sign in as a normal user in the Office 365 environment. For that we use the
already created user account for the SIP trunk setup tdc-
directrouting@XXXX.cust.supertrunk.net . This account thus also acts as a
service account and needs to be able to login always. Therefore, make sure
that its password is set to never expire and MFA is disabled (if MFA is
required, you can set up conditional access on it from IP address
77.234.164.224).

23.Done!
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Identity Server

You will need to register an App that handles the user logins towards the
Competella TDC solution.

This is done under App registrations in the Azure portal. Follow the steps below.

1. Logon to your Azure portal and go to Azure Active Directory and then
click on App registrations.

Home > App registrations

App registrations

t Mew registration @) Endpoints £? Troubleshooting | < Got feedback?

@ Velcome to the new and improved App registrations (now Generally Available), See what's nev

All applications  Owned applications

[ .2 start typing a name or Application D to filter these resuts

2. Select New registration.

3. Add “CompetellaldentityServer” under Name.

Register an application

* Name

The user-facing display name for this application (this can be changed later).

CompetellaldentityServer e

Supported account types

Wha can use this application or access this API?

L PSSt T

Page 10



4. You need to add the “Redirect URI”, replace < Directory (tenant) ID > with
your saved id from earlier.
https://uc3p1comp.competella.ontdc.net:5000/< Directory (tenant) ID
>/signin-oidc

Register an application

* Name

The user-facing display name for this application (this can be changed later).

CompetellaldentityServer v

Supported account types

Who can use this application or access this API7

@ Accounts in this arganizational directory only (Competella1 Demao anly - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose..

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ~ | | https://uc3plcomp.competella.ontdc.net:5000/5d22¢335-2615-482... «

ft Platform Policies

. you agree to the M

5. Lastly click Register.

6. Goto overview and make a note of Application (client) ID and the
Directory (tenant) ID.

Hams > Compstellal Dema cgisration
i CompetellaldentenityServer =

Deits @ Encpoios

D uR pitfcompetell demi snidCoud15T0S512-3Ub2 4005 115¢- £42 550657595
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7. Go to Authentication.

_3 CompetellaldentenityServer | Authentication

save Discard 2 switch to the old experience | <D Got feedback?

B Overview

Platform configurations

& Quickstart
Depending on the platform or device this application is targeting, 2dditional configuration may be required such as

Manage redirect URIs, specific authentication settings, or fields specific to the platform.

= eranding Add a platform

D Authentication

Roles and administrators (Pravi,
Add URI
B Manifest
Logout URL
support + Troubleshooting
This is where we send 2 request to have the application clear the user's session data. This is required for single sign-out to work correctly.

2 Troubleshooting

- Web Quickstart  Docs
Certificates & secrets
! Token configuration Redirect URIs
APl permissions The URIs we will accept as destinations when retuming authentication responses (tokens) after successfully authenticating users. Also referred as reply URLs. Learn
mare about redirect UR restrictions
@ Expose an API
¥ Owners - 00075 dea3 -
https,//ucap1comp.competellz,ontdc. 4220335-2615-4825-b 990793c0/signin-oid

& New support request e.g. https://myapp.com/logout

Implicit grant

single-page architecture (SPA), has no back end components an
1D Token is needed for ASP.NET Core Web Apps. Lezrn more

implicit grant flow

To enable the implicit grant flow, select the tokens you would ke to be issued by the authorization endpoint:
[] Access tokens

1D tokens

Allows 2n application to request a token directly from the authrization endpoint. Checking Access Token and ID Token only recommended if the application has a
loes not use the latest version of MSALjs with Auth Code Flow, or invokes a Web API via JavaScript.

8. Under Implicit grant, check the ID tokens box and save.
9. Goinunder Expose an API.

10. Click Add scope and then under Application ID URI, add your Teams
domain “eg. the domain after @ that you are using for teams”.

Add a scope X

ve chosen one,

You'll need to set an Application 1D URI before you can add a permission.
but you can change it.

Application ID URI *

5789612-9cb2-4b0a-b19

11.Press Save and continue.
12. Add “CompetellaldentityServerAccess” as Scope name.

13.Toggle Who can consent? to Admins and users.
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14. Add “CompetellaldentityServerAccess” as Admin consent display name.
15.Add “CompetellaldentityServerAccess” as Admin consent description.

16.Toggle State to Enabled

Add a scope X

Scope name * (O

CompetellzidentityServericcess e

api;//competellal.demo.ontdc.cloud/15789612-9db2-4b0a-b19¢c-
eae568ea7596/CompetellaldentityServerAccess

Who can consent? (&

a \
L Admins and users JERRTEELINS]

Admin consent display name * ©

| CompetellaldentityServeraccess -

Admin consent description * (&

CompetellaldentityServericcess) e

User consent display name (@

e.g. Read your files |

User consent description

e.g. Allows the app to read your files,

State @
@T visabled )

17.Press Add scope at the bottom.

18.Send those notes you have been taking from the two app registrations and
send them to the TDC Erhverv representative.
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Federation requirement

TDC Competella solution for Teams requires that Teams federation is open
between Teams and the Competella TDC solution (sip domain).

If Teams is running open federation nothing needs to be done here.
If Teams is running Closed Federation, follow these steps:

1. Logon to https://admin.teams.microsoft.com/dashboard as a Teams
administrator in the office365 portal.

2. Click on Org-Wide Settings in the left menu bar.
3. Click on External Access

If Users can communicate with other Skype for Business and Teams users is
enabled/On, nothing else needs to be done! - if the it is set to Disabled/Off, follow
the steps below.

1. Click on Add a domain.

External access

External access lets your Teams and Skype for Business users communicate with other users that are outside of your
organization. By default, your organization can communicate with all external domains. If you add blocked demains, all other

demains will be allowed but if you add allowed demains, all other domains will be blocked. Learn maore
Users can communicate with other Skype for Business
On
and Teams users Q
Users can communicate with Skype users D COn
+ Add a domain
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https://admin.teams.microsoft.com/dashboard

2. Enter domain (provided by TDC Erhverv representative), and set action to
Allowed, click Done to save the settings.

Add a domain

Domain

customername.competella‘ontdc.meﬂ

Action to take on this domain

@ Allowed

Blocked

Firewall Rules

Competella needs the following firewall rules to be in place from the customer
side.

Protocol /ports Source Destination Description

TCP 8099 Client 77.234.164.227 Competella
Attendant

application traffic
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Extra Services

Exchange Calendar Integration

For customers with On-Prem Exchange

For solutions including Competella Calendar Integration must also be configured.
In order to work properly, i.e. to get users’ free/busy status and Calendar
information, a service account with impersonation privileges has to be created in
the Exchange environment.

1. Create a user object in the Active Directory and mailbox-enable it. Set the
password to never expire.

2. Wait 2 minutes for Active Directory replication, and then start an Exchange
Management Shell.

3. Modify the following line to reflect the UPN you want to use:
[string]$UPN ="<mail address>"
Then run:
Enable-OrganizationCustomization

New-ManagementRoleAssignment -Role:ApplicationImpersonation
-User:$UPN
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For customers with Exchange in 0365

To start using the calendar services in the Competella TDC Solution you have to
do some basic setup of your Office 365 and Azure environment, this includes
registering an App in Azure that handles the authentication towards

the Competella TDC Solution.

Here’s how:
1. Logon to portal.azure.com with an account with Application Administrator,

Cloud Application Administrator or Global Admin that has the permissions
to create and manage Apps in your Tenant.

A, Home - Microsoft Azure x | +

& O @ B https://portal.azure.com/#home

e e e

Azure services

-+ 3 @ ©

Create a Azure Active App Services DNS zones
resource Directory
Navigate
Subscriptions | <| Resource groups

2. Click on Azure Active Directory followed by clicking App registration.

O overview

7 Getting started

B3 preview hub

#. Diagnose and solve problems
Manage

ik Users

&2 Groups

8E External Identities

&k Roles and administrators

w

Administrative units (Preview)
i Enterprise applications

N Devices

#5 App registrations

{4) Identity Governance
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3. Select New registration
- Name for the Application: CompetellaCalendarOAuthApp
- Supported account types: Accounts in this organizational directory only
- Redirect URI, Public client/native: urn:ietf:wg:oauth:2.0:00b

e e e

Home > Competellal Demo >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

I CDmpeteHzCAut%Apd -

Supported account types

‘Whe can use this application or access this API?

@ Accounts in this organizational directory only (Competellal Demo only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsaft accounts only

Help me choose..

Redirect URI (optional)

‘We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

| Public client/native (mobile .. | ‘ urnietfwgioauth:2.0:00k v

4. Click Register

5. Copy the alue of Application (client) ID to, for instance, a notepad. You'll
need it later.

-
8] Delete @ Endpoints

# Essentials

Display name CompetellaCAuthApp

Application (client) ID : ¢5083561-4bfe-4544-b251-5 i
Directory (tenant) ID : 5d22c335-2615-4825-b1a9

Object 1D 07358072-b8bd-4b2d-a77¢
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6. Click and select APl permissions

122 CompetellaOAuthApy

~ £
B Overvie

Quick
7
Manage
- o
D Authentica

- 3tes ecre
Toker
> AP permission

7. Select Add permission

in Office 365 Exchange Online.

Request AP| permissions

Your application needs to access the API as the signed-in use

Select permissions

Permission Admin consent required

' Other permissions (1)

full_acc
a .

Add permissions Discard

Under Request API permission select APIs my organization uses and type
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9. Select Application permissions. Under Select permissions set a check for
full_access_as_app and click on Add permissions.

Request APl permissions X

Select an API
Microsoft APls APIs my organization uses My APls

Apps in your directory that expose APIs are shown below

[)D office 365 exchange online

Name Application (client) ID

Office 365 Exchange Online 00000002-0000-0ff1-ce00-000000000000

10.Select Grant admin consent for <name of organization>

() Refresh & Got feedback?
You are editing permission(s) to your application, users will have to consent even if they've alreac
Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as p

all the permissions the application needs. Learn more about permissions and consent

T Add a permission ~ Grant admin consent for Competellal Demo

API / Permissions name Type Description

11.Click Yes in the popup
12.Select Certificate & Secrets

13.Click on New Client Secret
- Add short description: CompetellaCalendarOAuthAppSecret
- Expires, set to Never

14.Click Add

& Got feedback?

Add a client secret

Description

CompetellaCauthaAppsecret

Expires
O 1y
p=

ars
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15. Copy the value of the newly created client secret to, for instance, a
notepad.

If you’re in the process of being onboarded with us, the values created in step 5
and 15 can now be entered in the Data collection section of the GoLive Portal
under Competella.

If not, please hand them over to the responsible TDC Erhverv representative.

Either way, we will then configure the Competella TDC solution in the backend.
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