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Introduction and requirements 

 

Introduction  

This document describes the how to setup your Office 365 and Azure 

environment to start using the Competella TDC Solution for Teams. 

Getting started 

To start using the services in the Competella TDC Solution for Teams you have to 

some basic setup of your Office 365 and Azure environment, this includes: 

1. Register an App that handles the user logins towards the Competella TDC 

Solution 

2. Configure the Azure User Importer Process 

Required basic knowledge 

The installation procedure requires that you have detailed knowledge of the 

existing IT-environment and detailed knowledge of the Teams deployment in 

Azure.  

Accounts and Permissions Requirements 

The person performing the configuration tasks for the customer in Azure needs to 

have sufficient permissions in Azure to add applications in App registrations. For 

example the Global Admin role.  

 

 

 

 

 

 



 

 
 

 

 

Page 4 

Azure Active Directory 

It is important that the Azure Active Directory is updated with the correct user information 
for the TDC Competella Solution to work properly. 
 
It is your organisation’s responsibility to update the user information in Azure Active 
Directory. TDC Erhverv will not update this information.  
 
The following tables outline the information that will get imported from Azure Active 
Directory to the TDC Competella Solution. There are fields that are mandatory and need to 
be updated, other fields are just optional. 
 

Mandatory fields that need to be updated: 
 

Azure Active Directory Field Name   Field in Competella   

AccountEnabled   Active   

Name  DisplayName  

First name  FirstName  

Last name  LastName   

User Principal Name  UserPrincipalName  

ObjectId   AzureADObjectGuid   

Mobile phone (if a number is assigned to this user)  PhoneWorkMobile  

Office phone  PhoneWork  

Email  EMail  

SipProxyAddress   SIP   

 
Please remember to input the numbers in E164 format (e.g., +4512345678).  
  
Optional fields that can be updated: 
 

Azure Active Directory Field Name   Field in Competella   

Job Title   Title   

Office  Office   

  
Users that are only known with a single name e.g., Reception, also needs to have all the 
mandatory fields updated: Name: Reception, First name: Reception, Last 
name “Organization name”. 
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Setup in your Azure Portal 

 
 

Azure User Importer 

You will need to register an App to open up for the import of user information to 

Competella TDC solution. This is done under “App registrations” in the Azure 

portal. 

Follow the steps below. 

 

1. Log on to your Azure portal and go to Azure Active Directory and then click 

on App registrations. 

 

 
 

3. Select New registration. 

4. Add Name: “CompetellaAzureUserImporter” 
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5. Then press Register. 

 

 
 

6. Take a note of the Application (client) ID and the Directory (tenant) ID. 

Also make a note of the Azure tenant domain: e.g. tdcdk.onmicrosoft.com .  

This will have to be provided to the responsible TDC representative who 

will configure the Competella TDC solution in the backend. 

 

7. Go to Certificates & secrets. 

 

8. Under Client secrets, click on New client Secret. 

 

 
 

9. Add a description (CompetellaSecurityKey) and select expiration to never.  
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10. Press Add. 

 

 
 

11. Copy the “Client secret” Value and save it in a text file. This will have to be 

provided to the responsible TDC representative who will configure the 

solution in the backend. 

 

12. Go to API permissions. 

 

13. Remove the already assigned permission. 

 

14. Add permissions from Microsoft Graph. 
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15. From the “Delegated permissions” select “User.Read”, 

“User.Read.All”,“User.ReadBasic.All”, “Presence.Read” and 

“Presence.Read.All” 

 

 
 

16. Click Add permissions. 

 

17. From the Application permissions select Directory.Read.All. 

 

 
 

18. Press Add permissions. 
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19. When all the permissions are added they need to be granted. 

 

 
 

20. Press Grant admin consent for… and the permissions will be granted. 

 

 
 

21. Under Authentication -> Advanced settings, make sure “Allow public client 

flows” is enabled! 

 

22. For Competella to be able to use and read presence for this app it needs to 

sign in as a normal user in the Office 365 environment. For that we use the 

already created user account for the SIP trunk setup tdc-

directrouting@XXXX.cust.supertrunk.net . This account thus also acts as a 

service account and needs to be able to login always. Therefore, make sure 

that its password is set to never expire and MFA is disabled (if MFA is 

required, you can set up conditional access on it from IP address 

77.234.164.224). 

  

23. Done! 
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Identity Server 
 

You will need to register an App that handles the user logins towards the 

Competella TDC solution. 

 

This is done under App registrations in the Azure portal. Follow the steps below. 

 

1. Log on to your Azure portal and go to Azure Active Directory and then 

click on App registrations. 

 

 
2. Select New registration. 

 

3. Add “CompetellaIdentityServer” under Name. 
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4. You need to add the “Redirect URI”, replace < Directory (tenant) ID > with 

your saved id from earlier. 

https://uc3p1comp.competella.ontdc.net:5000/< Directory (tenant) ID 

>/signin-oidc 

 

 
 

5. Lastly click Register. 

 

6. Go to overview and make a note of Application (client) ID and the 

Directory (tenant) ID. 
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7. Go to Authentication.  

 

 
 

8. Under Implicit grant, check the ID tokens box and save. 

 

9. Go in under Expose an API. 

 

10. Click Add scope and then under Application ID URI, add your Teams 

domain “eg. the domain after @ that you are using for teams”.  

 

 
11. Press Save and continue. 

 

12. Add “CompetellaIdentityServerAccess” as Scope name. 

 

13. Toggle Who can consent? to Admins and users. 
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14. Add “CompetellaIdentityServerAccess” as Admin consent display name. 

 

15. Add “CompetellaIdentityServerAccess” as Admin consent description. 

 

16. Toggle State to Enabled 

 

 
 

17. Press Add scope at the bottom.  

 

 
 

18. Send those notes you have been taking from the two app registrations and 

send them to the TDC Erhverv representative. 

 

 

 

 



 

 
 

 

 

Page 14 

Federation requirement 

 

 

TDC Competella solution for Teams requires that Teams federation is open 

between Teams and the Competella TDC solution (sip domain). 

 

If Teams is running open federation nothing needs to be done here.  

 

If Teams is running Closed Federation, follow these steps: 

 

1. Logon to https://admin.teams.microsoft.com/dashboard as a Teams 

administrator in the office365 portal. 

 

2. Click on Org-Wide Settings in the left menu bar. 

 

3. Click on External Access 

 

If Users can communicate with other Skype for Business and Teams users is 

enabled/On, nothing else needs to be done! – if the it is set to Disabled/Off, follow 

the steps below. 

 

1. Click on Add a domain. 

 

   
 

https://admin.teams.microsoft.com/dashboard
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2. Enter domain (provided by TDC Erhverv representative), and set action to 

Allowed, click Done to save the settings. 

 

 

Firewall Rules 

 

Competella needs the following firewall rules to be in place from the customer 

side.  

 

Protocol / ports Source Destination Description 

TCP 80 Client 77.234.164.227 Competella 

webservices and 

Browser http traffic. 

TCP 5000 Client 77.234.164.227 Competella 

Office365 SSO  

TCP 6777 Client 77.234.164.227 Competella 

Management 

TCP 443 Client 77.234.164.227 Competella 

Webservices and 
Browser http traffic. 

TCP 8099 Client  77.234.164.227 Competella 

Attendant 
application traffic 
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Extra Services 

 

Exchange Calendar Integration 

 

For customers with On-Prem Exchange 

 

For solutions including Competella Calendar Integration must also be configured. 

In order to work properly, i.e. to get users’ free/busy status and Calendar 

information, a service account with impersonation privileges has to be created in 

the Exchange environment. 

 

1. Create a user object in the Active Directory and mailbox-enable it. Set the 

password to never expire. 

 

2. Wait 2 minutes for Active Directory replication, and then start an Exchange 

Management Shell. 

 

3. Modify the following line to reflect the UPN you want to use: 

 

[string]$UPN = "<mail address>" 

 

Then run: 

 

Enable-OrganizationCustomization 

 

New-ManagementRoleAssignment -Role:ApplicationImpersonation 

-User:$UPN 
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For customers with Exchange in O365 

  

To start using the calendar services in the Competella TDC Solution you have to 
do some basic setup of your Office 365 and Azure environment, this includes 
registering an App in Azure that handles the authentication towards 
the Competella TDC Solution. 

 
Here’s how: 

 
1. Logon to portal.azure.com with an account with Application Administrator, 

Cloud Application Administrator or Global Admin that has the permissions 

to create and manage Apps in your Tenant. 

 

 

2. Click on Azure Active Directory followed by clicking App registration. 

 

 

file:///C:/Users/lelpe/portal.azure.com
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3. Select New registration 

- Name for the Application: CompetellaCalendarOAuthApp 

- Supported account types:  Accounts in this organizational directory only  

- Redirect URI, Public client/native: urn:ietf:wg:oauth:2.0:oob  

 

 

4. Click Register 

 

5. Copy the alue of Application (client) ID to, for instance, a notepad. You’ll 

need it later. 
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6. Click and select API permissions 

 

7. Select Add permission 

 

8. Under Request API permission select APIs my organization uses and type 

in Office 365 Exchange Online. 
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9. Select Application permissions. Under Select permissions set a check for 

full_access_as_app and click on Add permissions. 

 

 

10. Select Grant admin consent for <name of organization> 

 

 

11. Click Yes in the popup 

 

12. Select Certificate & Secrets 

 

13. Click on New Client Secret  

- Add short description: CompetellaCalendarOAuthAppSecret 

- Expires, set to Never 

 

14. Click Add 

 

 



 

 
 

 

 

Page 21 

15. Copy the value of the newly created client secret to, for instance, a 

notepad. 

 

 
 

If you’re in the process of being onboarded with us, the values created in step 5 

and 15 can now be entered in the Data collection section of the GoLive Portal 

under Competella.  

 

If not, please hand them over to the responsible TDC Erhverv representative. 

 

Either way, we will then configure the Competella TDC solution in the backend.  

 


